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Abstract
Image authentication method using Hamming code for gray scale image which can recover tempered region has been proposed.
However, this method sometimes misses estimating the most significant bit of tempered pixels, so the recovered image is not so
good quality. In this paper, we extend this method to color images. Furthermore, we embed the most significant bit and parity
bits of two color components at three color components of the color image. According to our experimental results, our new
proposed method can effectively eliminate tempered region, and can recover two color components of the tempered region
pixels using the most significant bit and parity bits which are embedded and estimate remaining color component by using

around pixel’s data.
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Fig.1 Date bits and parity bits in pixel data.
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Fig. 2 Relation between data bits and parity bits.
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Fig.4 An example for tampered regions
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(a) Candidate of tempered
region

(b) Estimated tempered
region
Fig.5 Estimation of tampered region
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Table 1 The Hamming code word.

Data bits Parity
MSB Remain 3bits bits
0 000 000
0 001 111
0 010 011
0 011 100
0 100 101
0 101 010
0 110 110
0 111 001
1 000 110
1 001 001
1 010 101
1 011 010
1 100 011
1 101 100
1 110 000
1 111 111
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min(a,b) if ¢ = max(a,b).
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Fig.6 Arrangement of pixels for equation (6).
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(a) Candidate of tempered
region.
Fig.7 Determine the tempered reagion.

(b) Estimated tempered
region.
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Fig.8 The pattern of embedded two color components.
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Fig.9 An original image(Parrots).
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Fig.10 The authenticated image by original method.
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Fig.11 The tampered image.
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Fig.12 Estimated tampered region.
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Fig.13 The image corrected by original method.
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Fig.14 The authenticated image by our proposed method.
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Fig.15 The image corrected by our proposed method.
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Table 2 PSNR of images for original method.

The The image
authenticated The_tampered corrected by
- image o
image original method
R | 37.83[dB] | 18.71[dB] 20.80[dB]
G | 37.92[dB] | 21.31[dB] 33.50[dB]
B | 37.82[dB] | 18.04[dB] 30.00[dB]
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Table 3 PSNR of images for our proposed method.

The The image

authenticated The'tampered corrected by
image Image proposed method

R | 39.01[dB] | 18.72[dB] 38.63[dB]

G | 39.12[dB] | 21.32[dB] 38.80[dB]

B | 39.01[dB] | 18.04[dB] 38.52[dB]
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Table 4 Compare of image quality by estimation method.

Non-Liner Estimation Estimation
estimation form 4 pixels | form 6 pixels
R | 37.98[dB] 38.63[dB] 38.49[dB]
G | 38.52[dB] 38.80[dB] 38.69[dB]
B | 38.18[dB] 38.52[dB] 38.42[dB]
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